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EnviProt
Advanced WOL PORTAL

Quick Installation Guide

Overview

The EnviProt Advanced WOL Portal is an extension of an existing Auto Shutdown Manager
infrastructure and is usually hosted on the customer's intranet.

Please note that this is a free prototype. You can use it privately or for business at your own risk
without any guarantee from EnviProt.

The WOL portal is only available to valid domain users. PCs for WOL are assigned to users by the WOL
portal administrators.

| https://w2016s.evp.local/login/. X | + a =
& O & httpsy//w2016s.evp.local/Login/Login?ReturnUrl=%2f A -4

@EHVIPI’Ot Welcome to the WOL Portal

Login Using domain\loginname

User Name | |

Password | |

Login
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After successfully logging in, the users will see the PCs assigned to them and the current status of
each PC that is reported by Ping.
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@EnviProt Welcome to the WOL Portal

The FowsrBaving Company

Assigned office Computers to you:

W2016S .evp.local ON detected via PING
wshplt.evp local == Wake
main.evp.local == Wake

invalidPC == Wake

W2012R2 enviprot local == Wake

EVP10PRO enviprot.local >> Wake

Logout

Manage Users and PCs
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Only Administrators of the WOL Portal also see the link to “Manage Users and PCs”. This will open
the User Manager Console where users and PC assignments can be managed:

@EnviProt Welcome to the WOL Portal

User Manager

User Last Login Time Is Portal Admin Actions

evp'\y 8/29/2020 11:32:01 PM Edit | Details | Delete
evp\ 8/29/2020 11:04:30 PM Edit | Details | Delete
evp 8/31/2020 11:59:56 AM Edit | Details | Delete

+ Add New User | Back to WOL
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New WOL Portal users can be added, edited and deleted:

Add a new WOL Portal user. The login name must match that of the user's Active Directory
registration. Please also see “Automatically Import Users from Active Directory” below.

@EnviProt Welcome to the WOL Portal

The FowerBaving Company

Add New User

DomainiLoginname evpisales

|5 Portal Admin U
Create

Back to List

© 2020 (c) EnviProt - The Power Saving Company

Edit or assign PCs to the selected user:

@EnviProt Welcome to the WOL Portal

The PowerSaving Company

Edit user evp\sales1

Login Name evp\salesi

Portal Admin

PC Name Enabled Handling
|salespc1 evplocal | DELETE
|testpc_salesteam.e\.fp_loc:al | DELETE

+ADD a new PC

Save Data

Back to List

© 2020 (c) EnviProt - The Power Saving Company
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Please make sure that the PC names correspond to the names shown by the Auto Shutdown
Manager Server. You can easily copy the PC names by right-clicking on the name within the details

panel:

Server Management Console

il Client Manager E3

Groups and Settings
Network Clients

i‘; License Manager ES

Manage Licenses

6 Update Manager ES
Configure Updates

¢ ' Maintenance Manager =

Configure Up Times

Monitoring 2

Client Monitor

Auto Group Assignment | B Client Overview

Client Energy Profiles

Timing filters:

l! wshplt.evp.local

& wrmesevplocal

16122020 10:57:16
16122020 10:57:16

48580

56831

-~
Search filter v ]9 ||§ Lo BE - A
Cher [0 Show elients with technical problems [0 woOL Pending
>
Remotea
Mumber of Number of Remote WOL
PC Name Last connected R e Pool Seats Release Group Address m
.! EnviProtUbuntu 16.12.2020 10:57:26 0 1 56310 WOL Proxies

EVP PowerServer

EVF Domain Controllers

B - Server Manager 2 . h‘.c\'\c\(
Features & Options R\Q \
Performance Meter ]
B Client Details for LV?O‘I 65.evp.local -
MAC /| BCA 00-0C-29-CD-79-C3 Manufacturer VMware, Inc. Physical Memory 2,0 GB
Release 5.6.8.31 PC Model VMware Virtual Platform # Processors 1
Power Supply State  Safe PC System Type  Desktop Energy Saved 0 kWh
Thermal State Safe Sleep Mode Support Yes Last IP Address  192.168.10.10
AD Groups 4 Chent ID 3fdad087-f327-44ac-aaB9-BaeSad4f758a
Users only see PCs that are assigned to their user names and set as enabled.
Requirements
Auto Shutdown Manager Server (ASDM)
EnviProt Auto Shutdown Manager Server Version 5.6.9.2 or newer is required for this portal.
Older versions may also work, but not all functionality will be supported.
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Internet Information Services (IIS)
Microsoft IIS running on Windows Server 2012R2 or newer.
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IIS must be installed and activated on your Intranet first, including the Application Development roles

for the latest .NET version:

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

- O X

DESTINATIOM SERVER
W20165.evplocal

Description

Server Selection
[ Remate Access

Features [ Volume Activation Services
== «m
4 [W] Web Server (11 of 34 installed)
I @] Commen HTTP Features (4 of 6 installed)
I @] Health and Diagnostics (1 of 6 installed)
I (W] Performance (1 of 2 installed)
I+ [m] Security (1 of @ installed)
4 (W] Application Development (4 of 11 installed)
[C] .NET Extensibility 3.5
+/| NET Extensibility 4.6 (Installed)
[] Application Initialization
[ Asp
[] ASP.NET 3.5
/| ASP.NET 4.6 (Installad)
1 ca
«| |SAPI Extensions (Installed)
«f| ISAPI Filters (Installed)
[] Server Side Includes
] WebSocket Protacol
1 [] FTP Server
4 [H] Management Tools (2 of 7 installed)
+| 115 Management Console (Installed)
I+ [] 115 6 Management Compatibility
+| 115 Management Scripts and Tools (Installed)
[[] Management Service
[] Windows Deployment Services

~ Web Server (IIS) provides a reliable,

manageable, and scalable Web application
infrastructure.

< Previous | | Next = Install
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Please make also sure that the Server Role ASP.NET 4.x is enabled:

f Add Roles and Features Wizard

Select features

Before You Begin
Installation Type

Server Selection

Features

Select one or more features to install on the selected server.

Features

| [m] .NET Framework 3.5 Features (1 of 3 installed)

4 [W] NET Framework 4.6 Features (3 of 7 installed)
«f| \NET Framework 4.6 (Installed)
SARASP.MET 4.6 (Installed

| (W] WCF Services (1 of 5 installed)

[ Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Metwark Unlock

[] BranchCache

[ Client for MFS

[] Containers

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

[] Failover Clustering

| Group Policy Management (Installed)

[ 170 Quality of Service

[ 1S Hostable Web Core

[] Internet Printing Client

[] IP Address Management (IPAM) Server

[ i5NS Server service

[ LPR Port Monitor

[[] Management OData |15 Extension

[] Media Foundation

[[] Message Queuing

I:‘ Multipath 1/0

[ MultiPaint Connectar

[[] Metwork Load Balancing

< Previous

EnviProt

The PowerSaving Company

- O X

DESTIMATION SERVER
W20165.evp.local

Description

ASP.NET 4.6 provides core support for
running ASP.NET 4.6 stand-alone
applicaticns as well as applications that are
integrated with [IS.

MNext > Install

Cancel

For details and guidelines how to install and securely operate the IIS infrastructure please follow the

instructions and recommendations from Microsoft.

SSL certificate

For security reasons the WOL Portal requires the HTTPS protocol. If you don’t use an official SSL
certificate, you can generate a personal certificate on the IS server and create a HTTPS binding based

on it. This way, however, the clients will be able to use the portal, but they will receive a security

warning because of the self-signed certificate.
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.NET Framework
Microsoft .NET Framework 4.7.2 or newer.
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Please note, in some cases when you upgrade to the .NET version 4.7.2, you must also re-register it

for ASP.NET: aspnet regiis -1

SQL Server

Microsoft SQL (Express) Server 2012 or newer.

Please note: The WOL Portal will need to create a database named: WOLPortal

To allow this, you can create an own Database Login (Management Studio -> YourSQLServer ->

Security -> Logins). In this case, please make sure the SQL Server supports SQL AND Windows

Authentication modes:

Object Explorer

. 0020202090900

fﬂcﬂ

Connect~ 2y 3 m
= [y W2012R2 (SOL Server 11.0.

+ [ Databases E‘:;Iet:ta

+ [ Security e f,‘ee:.leoml

# [ Server Objects s Prcu:eswsors
# [ Replication 1 Security

+ [ AlwaysOn High Availa

+ 1 Management

+ [ Integration Services Cg
[ SOL Server Agent (Ags

[ Connections

% Database Settings
[ Advanced

[ Pemissions

Connection

Server:
W2012R2

Connection:
ENVIPRO T administrator

37 Miew connection properties

Progress
Ready

Server Properties - W2012R2
ﬁ Script - L’j Help

Server authentication

(2 Windows Authentication mode
(®) S0L Server and Windows Authentication mode

Login auditing

(®) Failed logins onty
() Successful logins only

() Both failed and successful logins
Server proxy account

[] Enable server proxy account

Options

[] Enable C2 audit tracing
[] Cross database ownership chaining

If you prefer using the BUILDIN/Users, open the SQL Server Management Studio -> Security ->Logins
and double click on “BUILDIN/Users”. Now, please make sure that at least the Server Roles “public”,

“dbcreator” and “sysadmin” are set. You also can use your own settings and define them via the

connection string, see below.
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Select a page
K General
)

& User Mapping
F Securables
K Status

Connection

Server:
W20165\SGLEXPRESS2013

Connection:
EVP'waldemars

ﬁ View connection properties

Ready

B Login Properties - BUILTIN\Benutzer

@ EnviProt
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IT Scipt ~ @ Hep

Server role is used to grant server-wide security privileges to a user

Server roles

[] bulkkadmin
[] dbereator

[] diskadmin
[[] processadmin
k] public

[] securtyadmin
[] serveradmin
[] setupadmin
E] sysadmin

Cancel

Otherwise the database will not be created and you will receive Database Error messages.
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Installation
Please make sure that IIS, the SQL Server and the required .NET framework are installed — see
Requirements on page 4 above for more details.

Get the Portal Application
If not already done, please download the Advanced WOL Portal ZIP File from
https://www.enviprot.com/Downloads

Extract the ADVWebWOLPortal.ZIP File and copy the content to a new IIS inetpub\wwwroot folder
like:
C:\inetpub\wwwroot\wolngl

I 4 = | wolngl — O X
Home Share View 0
P lJ oh Cut x - @ Open - [H selectall
W Copy path . fj' Edit Select none
Pin to Quick Copy Paste Move Copy Delete Rename MNew Properties
access d Faste shortcut to to - falder - DD Invert selection
Clipboard Organize Mew Open Select
“ - » ThisPC » Local Disk (C:) » inetpub » wwwroot » wolngl v O Search wolng1 2
MName Date modified Type Size
3 Quick access
bin 12/14/2020 6:24 PM  File folder
= This PC Content 12/14/2020 6:24 PM  File folder
7 T
IZ? Network fonts 121 File folder
Images 12/14/2020 6:24 PM  File folder
Scripts 121 0624 PM  Filefolder

Views 12/14/2020 6:24 PM  File folder
[mg ADUsersDataPump.exe 1273 1213 PM  Application 230 KB
| faviconico /15/2020 &:58 AM  lcon 32 KB
|j Global.asax ASAX File 1KB
[} Web.config CONFIG File 6 KB

10 items =

Now, the access to your database location and the Auto Shutdown Manager Server must be
configured.

Configure the Database Connection
Please open Web.config with a text editor of your choice.

Navigate to the section <connectionStrings> name="DBContextWOLPortal”...
Modify the connection data to address your database settings. The default setting is set to the local
host and it expects an installed SQL instance named SQLEXPRESS2019 (\\SQLEXPRESS2019):
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[ Web corfig E]l

E<configuration>
= <configSections>
<!'—— For more information on Entity Framework configuration, wisit http://go.microsoft.com/fwlin
<section name="entityFramework" type="System.Data.Entity.Internal.ConfigFile.EntityFrameworkSect
= <sectionGroup name="applicationSettings" type="System.Configuration.ApplicationSettingsGroup, S5y
<section name="WEBPortal.My.MySettings" type="System.Configmration.ClientSettingsSection, Syst
</zectionGroup>
- </configSections>
<connectionStrings>
<€add name="DbContextWOLPortal" connectionString="Data Source=.\SQLEXPRESS52019;Initial Catalog=W0
</connectionStrings>
<appSettings>
<add key="webpages:Version" wvalue="3.0.0.0" />
<add kev="webhpages:Enabled" wvalue="false" />
<add keyv="ClientValidationEnabled" wvalus="trmns" />
<add kevy="UncbktrusiveJavaScriptEnabled" value="true" />
</appSettings>
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If you configured an own Database user, for example named “WOLPORTAL”, you need to change the
connection string by setting Integrated Security=False and adding the ‘User Id=" and ‘Password=’
parameters like this:

<add name="DbContextWOLPortal" connectionString="Data
Source=./SQLEXPRESS2019;Initial Catalog=WOLPortal;
User Id=WOLPORTAL;Password=ThePassword; Integrated Security=False"
providerName="System.Data.SglClient" />

Please note there is one space between User and Id (User SPACE Id!)

Configure the Auto Shutdown Manager Server

Now navigate to the section <applicationSettings>

There, please add the DNS name or IP Address of your AutoShutdownManager Server.
The default server name is asdmctrl, which should be overwritten with your sever address.

The default port address is 8088 and can be kept in most cases.

<applicationSettings>
<WEEPortal .My.MySettings>
<setting name="ASDMServer" =serializelhs="S5tring">
<value>agdmetrl</value>
</ zetting»
<setting name="ASDMPort" serializel=s="String">
cvalue>B0B8</valua>
</ secting>
</WEBFortal .My.MySettings:>
</applicationSectingss>
</configuration>

10 November 2022 Page 10



@ EnviProt

The PowerSaving Company

Add the Portal Site

Now open the Internet Information Services (1IS) Manager and create a new site:

Add Website ? *
Site name: Application pool
|woLpoRTAL | [worporTAL Select...

Content Directory
Physical path:

| Chinetpublwwwroot\wolngl

Pass-through authentication

Connect as... Test Settings...

Binding

Type: IP address: Port:

https v |AlUnassigned ~| [443 |
Host name:

[ Require Server Mame Indication

S5L certificate:
W2016 N Select... View...

Start Website immediately

QK Cancel

Make sure you select https for the binding and your SSL certificate (see requirements).

Now, make sure the site is started:

WOLPORTAL H
i) ome
Q- 128 @
-3 Start Page
i ' - &h
] - WV
v €3 W20165 (¢ 9 Filter: Go ~ \s7 Show Al
~-[2} Application Pools ASP.NET
v (8] Sites = & —_— )
= 41}
> @ woLp = == \~Z 0
' NET  NETEmor  .NET
Edit Permissions... mpilation ~ Pages  Globalizati
P Add Application... ) E| & o
G Ao Apphcat N =
#. Add Virtual Directory... - .
ynnection Machine Key Pages an
Edit Bindings... Strings Controls
| Manage Website » | 2  Restart
3 Refresh I b Start I
X Remove @ Stop A
Rename [@] Browse !
% Switch to Content View Advanced Settings...
TI [ AAIAAF T . LY P N . [a T ey
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To test the portal, open the site in a web browser and use your domain credentials to log in:

| httpsi//w2016s.evp.local/Login/. X | + a =
& O & httpsy//w2016s.evp.local/Login/Login?ReturnUrl=9%2f A = =
@EnviProt Welcome to the WOL Portal

Login Using domain\loginname

User Name | |

Password | |

Login

@ 2020 (c) EnviProt - The Power Saving Company

The very first logged in user automatically becomes the first WOL Portal Administrator. Further
administrators and users can be added / edited / deleted.

Logging

The WOL Portal generates a log file with the most important events. The filename is
“EVPWOLPORTAL_UserLog.csv” and can be found in the Windows Temp folder, typically under
C:\Windows\Temp
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Allow Remote WOL on the Auto Shutdown Manager Server
Finally, please make sure that the Auto Shutdown Manager server is configured to allow remote WOL

waking:
@ Auto Shutdown Manager Server on WSHPLT.EVP.LOCAL - O x
Server Management Console @
_il Client Manager %

Groups and Settings General Server Settings

Metwork Clients

ted

T — ™
_sl— [ Server Relaied Daia
Manage Licenses

Server Mode Enabled v

»

dUpdatE Manager
m Incoming TCP Port Number 8088
Configure Updates

WOL: Electricity overload protection r

Ed

) Maintenance Manager

Configure Up Times WOL: Monitor active WOL Proxies r
um . ~ Allow waking via Wake On WAN Tool 1
Client Monitor
- ~ ClientRelated Data
- Server Manager *
Fechreamonia Days for Pool License Lease ™ Auto 125
Perfuman Keep Alive Period in Seconds I~ Auto I 593:

[~ File Scanner

File Scanner enabled v
Check job files every I BDE Seconds
Location for job files |E:HtemphFiJ‘eSl:anner |J
@ Accept Changes ‘& Revert Changes | !
Total zeats: 31.555 Total clients managed: 24.272

Seats in use: 24.270
Available seats: 7.285
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Automatically Import Users from Active Directory

The ZIP file contains an additional tool called ADUsersDataPump.exe. With this tool you can import
users from Active Directory into the WOL portal:

@) Load AD Users into the WOL Portal - O P
| Data Source="\SQLEXPRESS2019:Intial Catalog=WOLPortal: Integrated Security=True | | Check Connection |
AD Groups Users

[] _wmware__{CN=__vmware__CN=sers,DC=evp.DC=local) S EVP'test (Ch=test test CW=Users, DC=evp DC=local)

12H Worlkers 2l CMN=Users, DC=evp, DC=ocal)

6H Warkers (CN=6H Workers CN=Users, DC=evp,DC=local)

BH Woarkers (CN=8H Workers CN=Users, DC=evp,DC=local)

[] Access Control Assistance Operators {[CM=Access Control Assistance Of
[] Administratoren {CM=Administratoren, CN=Builtin, DC=evp,DC=local)

[] Allowed RODC Password Replication Group {CN=Allowed RODC Passw
[ Aute Shutdown Manager Deployment Group (CN=Aute Shutdown Mana
[ Benutzer {(CN=Benutzer,CN=Buittin, DC=evp,DC=local)

[] Centfficate Service DCOM Access (CN=Cerfficate Service DCOM Acces
[7] CERTSWC_DCOM_ACCESS (CN=CERTSWC_DCOM_ACCESS Ch=Lse ¥
< >

Get Users from selected AD Groups Add selected Users to WOL Portal

First, add the connection string as per your database settings and click "Check Connection" to make
sure the database can be connected.

Now select the groups you want to import users from and click Get Users from Selected AD Groups.

Finally, you will see a list of all users from the corresponding Active Directory groups. Uncheck the
users who should not be imported and click "Add selected users to WOL portal" to start the process.

Please contact us at support@enviprot.com if you have any questions, ideas or improvement

requests.
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